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IN THE CLAIMS: 

Please amend the claims as indicated below: 

1, (Currently Amended) A method to improve security in a wireless network, the 
method comprising: 

determining a time period, the time period indicating when at least one new key is 
5 to be gener ated; 

loading a number of keys in a controller, the number set so that a device 
connected to the wireless network is configured to communicate in a secure manner on the 
wireless network if said device misses can miss being re-authenticated for a predetermined 
number of the time periods and ■ s till- communicate in a secure manner on the wireless network ; 
10 and 

communicating the keys from the controller to the device . 

2, (Original) The method of claim 1, wherein the time period further indicates when 
devices communicating with the wireless network are to be re-authenticated, 

15 

3 , (Original) The method of claim 1, wherein the step of determining a time period, 
the time period indicating when at least one new key is to be generated; further comprises the 
step of loading the time period in the controller 

20 4 (Original) The method of claim 1, wher ein: 

the method further comprises the step of selecting one of the keys as a local 
transmit key; and 

the step of communicating the keys to a device further comprises the step of 
communicating to the device that a particular key of the keys is to be a transmit key for the 
25 device, wherein the particular key is selected to be different from the local transmit key. 
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5 (Original) The method of claim 4, wherein: 

the controller is operating in a mixed mode; 
the step of loading a plurality of keys comprises the steps of: 
loading a fixed key; and 

loading at least one additional key, wherein the number of keys 
compiises the fixed key and the at least one additional key; and 
the step of selecting one of the keys as a local transmit key compiises the step of 
selecting the fixed key as the local transmit key 

6. (Original) The method of claim 5, wherein the at least one additional key is one 

key and the piedeteimined number of time periods is one 

7 (Original) The method of claim 1 s wherein: 
the controller is operating in a standard mode; 

the step of loading a number of keys comprises loading at least thr ee keys; 

the method further comprises the steps of: 

selecting one of the keys as a local tr ansmit key; and 
selecting the other keys as local receive keys; and 

the step of communicating the keys compiises communicating the at least the 
three keys to the device. 

8 (Original) The method of claim 7, wherein the at least three keys are three keys 
and wherein the predetermine number of the time periods is one. 



9 

of: 



(Original) The method of claim 1, wherein the method further' compiises the steps 
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determining, every time period, at least one new key; and 

replacing one of the keys with the at least one new key when the plurality of keys 
reaches a predetermined number of keys, else adding the at least one new key to the plur ality of 
keys 

5 

10 . (Original) The method of claim 1 ? wherein: 

the method further comprises the step of" for each time period, selecting one of 
the keys as a local transmit key, wherein the local transmit key for a current period is selected to 
be different than the local transmit key for an immediately preceding time period 

10 

1 1 . (Currently Amended) A method to improve security in a wireless network, the 

method comprising: 

loading a time period, the time period indicating when at least one new key is to 

be generated; 

15 loading a number of keys, the number set so that a device connected to the 

wireless network is configured to communicate in a secure manner on the wireless network if 
said device misses can miss being re-authenticated for a predetermined number of the time 
periods and still communicat e in a s e cur e mann e r on th e wir e l e ss n e twork ; 
selecting one of the keys as a local tr ansmit key; 
20 selecting the other keys as receive keys; 

performing the following steps every time period: 

(i) generating at least one new key; 

(ii) using the at least one new key to r eplace, for each of the at least 
one keys, one key of the plurality of keys, the at least one new key and any keys 

25 not r eplaced comprising a new plur ality of keys; and 
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(iii) selecting a key of the new plurality of keys as a local transmit 
key, the local tiansmit key for a cuirent time period selected to be different than 
the local tr ansmit key for an immediately proceeding time period 
12 (Currently Amended) An apparatus for controlling access to a wireless network, 

5 the apparatus comprising: 

a memory that stores computet -readable code; and 

a processor operatively coupled to the memory, said processor configured to 
implement the computer-readable code, said computer-readable code configured to: 

determine a time period, the time period indicating when at least one new key is 
10 to be generated; 

load a number of keys, the number set so that a device connected to the wireless 
network is configured to communicate in a secure manner on the wireless network if said device 
misses - eaB-mi -ss h being re-authenticated for a predetermined number of the time periods and still 
communicate in a s e cure mann e r on the wirel e ss n e twork ; and 
1 5 communicate the keys from the controller to the device 

1 3 . (Currently Amended) An article of manufacture comprising: 

a computer readable medium having computer r eadable code means embodied 
thereon, said computer readable program code means comprising: 
20 a step to determine a time period, the time period indicating when at least one new 

key is to be generated; 

a step to load a number of keys, the number 1 set so that a device connected to the 
wireless network is configured to communicate in a secure manner on the wireless network if 
said device misses can miss being re-authenticated for a predetermined number of the time 
25 periods and - st - ill - c - ommunicate - in-a - secur o- mann e r on the wireless network ; and 
a step to communicate the keys from the controller 1 to the device. 
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14, (Currently Amended) A method performed on a device communicating with a 

wireless network, the method comprising: 

loading a number of keys in the device, the number set so that the device is 
configured to communicate in a secure manner on the wireless netwoik if said device misses -can 
5 miss being re-authenticated for a predetermined number of time periods and still communicat e 
on - the - wkete -s s network ; 

using at least one key of the keys as a tr ansmit key; and 

using at least one key of the keys as r eceive keys., 
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